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Abstract: The demand for skills in the labor sector is shifting towards a digital 

trend both nationally and internationally. This change requires adjustments 

in the professional and university sectors to enable university students to 

prepare for the new challenges of 2024 and for graduates to find employment 

that meets these requirements. Therefore, this research focuses on Mexico, 

particularly the state of Oaxaca, as it is one of the 32 states with the greatest 

academic and economic lag. This state has seventeen public and private 

universities offering the industrial engineering degree, and their curricula do 

not necessarily address Industry 4.0. The objective of this work is to 

contextualize the industrial engineering degree and identify the new topics 

required in this technological revolution, as well as the possible impediments 

to its transition in the updates towards 4.0. The methodology is qualitative, 

descriptive, non-experimental, and longitudinal. The results include the 

identification of institutions and curriculum updates in 4.0, as well as a 

proposed content to update the industrial engineering degree. Conclusions 

discuss whether or not to update to migrate to this technological revolution, 

envisioning if it will affect or benefit graduates from these universities. 
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INTRODUCTION 

Due to the rapid development of digitalization and robotics, global 

manufacturing systems are moving towards the fourth industrial revolution, 

known as Industry 4.0. This means that the industry is becoming smart, 

connected, and integrated along the supply chain (Liboni et al., 2019; Escudero, 

2018). The Fourth Industrial Revolution is characterized by the creation of 

innovative business models based on digital ecosystems, involving the 

interconnection of millions of consumers, machines, products, and services. This 

phenomenon is driven by technologies such as the Internet of Things, robotics, 

nanotechnology, and artificial intelligence. The world is experiencing a fourth 

industrial revolution, characterized by being a concept used in the business field, 

which aims to improve and facilitate different procedures (Zamorano, 2021). 

However, according to León et al. (2016), society demands an engineering 

education that allows the training of professionals who can respond to the 

demands of modern development. Authors such as Rivas et al. (2019) express 

that 21st-century society is characterized by a broad, sustained, and changing 

use of technology in a highly competitive and interdependent global market, with 

an unprecedented capacity for communication. 

Promoting innovation in a country is important because it allows for 

increased wealth, technological development, and growth, achieving a positive 

impact. However, different variables affect its implementation. The 

technological, industrial, and information revolutions of our time have already 

occurred. We live their effects, their trials, their adaptations, their implications, 

their autonomous interactivity, their learning from mistakes to reconfigure 

themselves without the intervention of biological intelligence (Silver et al., 

2017). The analysis of the state of higher education involves understanding the 

role of critical, creative, ethical skills, and resilience to enable a culture of well-

being (Tobin, 2017). Mexico places significant importance on educational and 

training issues of Industry 4.0 through the creation of innovation and technology 

centers, curriculum redesign, current workforce training, and programs to 

promote innovation where close collaboration with companies lacking the proper 

knowledge to address the initiative, unemployment, and lack of equipment and 

infrastructure. These issues can be significant problems to solve concerning 

Industry 4.0 in Mexico (Mejía et al., 2018). However, in the state of Oaxaca, 

Mexico, there is a higher education population of 145,548 students, of which 

74,672 are women and 70,876 are men (INEGI, 2020), representing a state-level 

need to follow up on the update of curricula in the various universities offering 

the Industrial Engineering degree.  

For this reason, the objective of this research is: to analyze the universities 

in the state of Oaxaca that have Industry 4.0 technology in the industrial 

engineering degree program, since Industry 4.0 brings with it technological 

advancements in the trend of process automation and data exchange. (Caricato 

et al., 2017) emphasize the importance of planning and scheduling that employs 

statistical methods in diverse situations, allowing for more robust decision-

making and the automation of processes, combining the virtual with the physical 
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and incorporating production techniques with intelligent technologies, with the 

aim of achieving customer satisfaction (Villegas et al., 2020). 

The need to review and update curricular content is occurring internationally 

across educational institutions and the economy, as well as in various business 

fields (Maresova et al., 2018). Knowledge of Industry 4.0 is also being evaluated 

in Mexico by CENEVAL, so graduates taking the exam for certification will have 

to address questions on this topic. Based on the above, it is necessary to make 

updates to the curricula at both national and international levels regarding 

Industrial Engineering and its close relationship with Industry 4.0. This is because 

it is not only about passing an exam; the labor sector will also require generic 

and specific competencies to enter the workforce. (Baena et al., 2017) 

emphasize that proper training and a transformation process, along with the 

influence of Industry 4.0, will be key factors in driving continuous improvements 

in the field of engineering. 

The IoT (Internet of Things) is an essential component of Industry 4.0 that 

enhances the quality and flow of data by involving motion sensors, conveyor 

belts, databases, and real-time control. This ensures that every element of the 

production system follows the organization's procedures for the final delivery of 

the product (Tiwari et al., 2018). (Cendón, 2018) proposes integrating renewable 

energies, augmented reality, IoT, and other approaches in higher education. He 

also suggests modular systems and credit accumulation to make the learning 

process more flexible and allow students to return with credits applicable to 

Bachelor's, Master's, or Doctoral degrees. This represents an advanced and 

flexible educational trend. 

The reorganization of the labor market and its consequences on the creation, 

adaptation, and extinction of jobs demonstrate the re-signification of certain 

curricular contents for the coming years (Manyika et al., 2017). According to the 

argument of (Demartini et al., 2017), it is necessary to consider that in the 

present and future, skills and competencies will be required to learn 

autonomously and stay updated, and these skills should be transferable and 

directly applicable to different global business and professional scenarios, which 

will be needed for a digital society. 

(Rozo, 2020) highlights that the fourth industrial revolution, also known by 

some authors as the era of digitalization or Industry 4.0, is possible due to the 

exponential growth of technology and ICT in recent decades and the constant 

efforts of industries to adopt and advance their implementation. The fourth 

industrial revolution merges physical, digital, and biological systems to create an 

intelligent production network where different components interact and 

collaborate with each other, fundamentally changing the way we see and interact 

with the world. Additional research indicates that digital technologies play a 

crucial role in advancing lean production, as exemplified in the study by (Buer et 

al., 2018), see Figure 1. 
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Figure 1: The Industrial Revolutions, Source: Rozo, 2020. 

In the context of Education 4.0, five essential competencies have been 

identified in higher education: critical thinking, problem-solving, cooperation, 

collaboration, and teamwork skills, as noted by (Agyapong et al., 2018). Several 

studies agree that the new context will demand not only technical and 

methodological competencies but also participatory and personal skills. These 

"transversal competencies" are versatile and transferable, applicable in various 

contexts and acquired through diverse experiences (Echeverría et al., 2018). 

These innovative solutions enhance the management of educational processes, 

creating favorable environments for teaching. They have been widely 

implemented in higher education programs, including continuous and distance 

education, leveraging connectivity and digitization (Miranda et al., 2019; Miranda 

et al., 2021). 

On the other hand, (Pedroza, 2018) points out the need to reinvent 

educational systems to cultivate a human capital capable of thriving in the new 

productive systems. 

MATERIALS AND METHODS 

The research conducted was non-experimental and exploratory in nature, 

aiming to generate a contextual theoretical framework on the concept of 

Industry 4.0 transformation. The research is descriptive and transactional, with 

the purpose of identifying if universities in Oaxaca already have syllabi in their 

subjects that include Industry 4.0. The research began by analyzing over fifty 

articles from different databases such as ScienceDirect, Scopus, Elsevier, Google 

Scholar, and directly from the Google search engine, as well as official websites 

of the Universities studied in the catalog of higher education offerings in the 

state of Oaxaca that offer industrial engineering programs. The latest year of 

update of their curriculum was reviewed, and with the established topics, it was 
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observed whether they already include Industry 4.0 themes. Information about 

disruptive technology encompassed by Industry 4.0 was extracted from the 

articles to establish the most important topics impacting the field of industrial 

engineering. Subsequently, other articles were reviewed to identify some causes 

that generate resistance to change in the educational sector. 

A similar approach to that of (Lu, 2017) was undertaken, in her extensive 

review of 88 specialized articles on technologies related to Industry 4.0 and their 

business adoption, highlighting technological interoperability as a fundamental 

challenge in implementation. The author identifies eight key principles to 

consider at the business and governmental levels to achieve technological 

interoperability, including accessibility, multilingualism, security, privacy, 

subsidiarity, open standards, open-source software, and multilateral solutions. 

The keywords considered in the information search were: industrial 

engineering and disruptive technology, higher education and Industry 4.0 in 

Mexico, and industrial engineering. 

It is predictable that learning models from the technological revolution 4.0 

will embrace the principles of adaptive learning, focusing on teaching by creating 

and analyzing data, which are then utilized in learning using Big Data tools and 

data analytics that allow storing data from each student to understand their 

competencies and weaknesses. This enables defining the curriculum that best 

suits students and the needs of the environment and topics. For example, in the 

current research, Deep Learning (DL) and Multi-Agent Systems (MAS) stand out as 

key technologies in smart manufacturing and Industry 4.0, especially for 

Predictive Maintenance (PdM) (Drakaki et al., 2022). Deep Learning, with 

architectures like CNN (Convolutional Neural Network), RNN (Recurrent Neural 

Network), and AE (Autoencoder), is revolutionizing fault diagnosis by learning 

essential features in machine monitoring, according to the research by (LeCun et 

al., 2015). According to (Sandoval, 2020), a crucial initial step involves reviewing 

and adjusting academic programs related to Smart Grid to meet the demands of 

distance learning. This is essential for preparing renewable energy technical 

personnel in the field of telecommuting. 

RESULTS AND DISCUSSION 

The main technologies identified according to (Dolader et al., 2017; Ledo et 

al., 2019; González et al., 2020; Gutiérrez, 2020) are aimed at combining 

production techniques with intelligent technologies, such as blockchain, cloud 

computing, robotics, simulations, advanced materials, virtual reality/augmented 

reality, Big Data, cybersecurity, Artificial Intelligence, software as a service, 

additive manufacturing, etc., in companies. As mentioned by (Cuaya-Simbro et 

al., 202; Carrillo et al., 2020), the technologies with the highest presence are 

those gathered through the review of articles about Industry 4.0 according to 

(del Val Román, 2016) (Cárdenas-Cabello, 2020), (González et al., 2019), and 

(Sánchez et al., 2021). 

Table 1. Main Identified Technologies, Source: Own elaboration. 



 
 
386  JOURNAL OF ASIAN AMERICAN STUDIES  28.2 

 

1. Machine learning/Aprendizaje automático 

2. Blockchain/Cadena de bloques 

3. Cybersecurity/Ciberseguridad 

4. Cloud computing/Computo en la nube 

5. Big data/Datos masivos 

6. Technological disruption/Disrupción tecnológica 

7. Digital twin/Gemelo digital 

8. Intelligent energy management/Gestión inteligente de la energía 

9. Vertical and horizontal system integration/Integración horizontal y 

vertical del software 

10. Artificial intelligence/Inteligencia artificial 

11. Internet of things/Internet de las cosas 

12. Additive manufacturing/Manufactura aditiva 

13. Digital modeling/Modelado digital 

14. Real-time process monitoring/Monitoreo de procesos en tiempo real 

15. Augmented reality/Realidad aumentada 

16. Production robotization/Robotización de la producción 

17. Cyber-physical systems/Sistemas ciberfísicos 

18. Automated guided vehicles/Vehículos autónomos 

The distribution in Mexico is led by the state of Veracruz with the highest 

number of enrollment, with 25,058 young people studying in some industrial 

engineering programs, followed by the State of Mexico, Mexico City, Guanajuato, 

and Puebla. The following graph shows the distribution by states, with Oaxaca 

being one of the states with the lowest enrollment in Industrial Engineering, 

according to (Universidad-de-Mexicali, 2017). See Figure 2. 

 
Figure 2. Industrial Engineering Students by State in Mexico, using the 

questionnaire 911 from the Ministry of Public Education, Source: Own elaboration 

with information from the Ministry of Public Education. 

The distribution of students in Mexico 

The distribution in Mexico is led by the state of Veracruz with the highest 

number of enrollments, with 25,058 students studying in programs in the field of 

industrial engineering, followed by the State of Mexico, Mexico City, Guanajuato, 

and Puebla. The following graph shows the distribution by states, noting that 

Oaxaca is one of the states with lower enrollment in Industrial Engineering, 

according to (Universidad-de-Mexicali, 2017). 
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Using the catalog of higher education offerings in the state of Oaxaca 2020-

2021 from (COEPES, 2020), it was found that in the state of Oaxaca, there are 

seventeen higher education institutions (HEIs) offering the Industrial Engineering 

program, of which eight are private and nine are public. 

Table 2. Number of Universities in Oaxaca Offering the Industrial Engineering 

Program 

Region Number of universities 

offering Industrial 

Engineering degrees 

Industry 4.0 

technologies 

used 

Updated curricula on 

Industry 4.0 topics 

Mixteca  2 0 0 

Costa  1 0 0 

Istmo 3 0 0 

Valles 

centrales  

7 0 0 

Papaloapan  1 0 0 
Upon reviewing the curriculum of each university, it was observed that no 

higher education institution includes any Industry 4.0 topics. Six universities have 

a curriculum that was updated approximately eleven years ago. On the other 

hand, four HEIs have recently updated their curriculum, but they did not include 

Industry 4.0 topics. This can be observed in Figure 4. According to (INEGI-

ENDUTIH, 2020), (ENDUTIH, 2020), and (INEGI, 2020). 

Table 3. Higher Education Institutions in Oaxaca Offering the Industrial 

Engineering Program.  

Source: Own elaboration with information from (COEPES, 2020). 

 
Within the eight regions of the state of Oaxaca, the Central Valleys region 

predominates with seven universities offering the industrial engineering program 

compared to the rest of the regions, followed by the Isthmus region with three 

universities. However, none of them have curricula that include Industry 4.0. 

Table 4. Availability and Use of Information Technologies in Homes, 

Concept Users Percentage 
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Distribution of internet users by gender, 2020   

Women 43,100,000 71.3% 

Men 40,900,000 72.7% 

Distribution of internet users in urban and rural 

areas, 2020 

  

Urban 70,800,000 78.3% 

Rural 13,300,000 50.4% 

Internet users by connection device, 2020   

Smartphone 80,700,000 96.0% 

Laptop 28,300,000 33.7% 

Desktop computer 13,900,000 16.5% 

Smart TV 18,700,000 22.2% 

Video game console 5,100,000 6.1% 

Women 43,100,000 71.3% 

Men 40,900,000 72.7% 
Note: Developed based on data from the National Institute of Statistics and 

Geography (INEGI), in collaboration with the Ministry of Communications and 

Transportation (SCT) and the Federal Telecommunications Institute (IFT), the 

National Survey on Availability and Use of Information Technologies in Households 

(ENDUTIH, 2020) is published. Percentages are calculated relative to the total 

population. 

Analyzing the behavior of different age groups within the total population, 

the group with the highest proportion of Internet users compared to the total 

within each age group is the 18 to 24-year-old group, with a participation of 

90.5%. The second age group where Internet usage is most widespread is the 12 

to 17-year-olds, with 90.2%. In third place are users aged 25 to 34, who recorded 

87.1%. On the other hand, the age group that uses the Internet the least is the 

55 and older group, registering 37.5% (ENDUTIH, 2020). 

 
Figure 4. Percentage of Internet Users by Age Group in Mexico 2020. Source: 

Taken from (ENDUTIH, 2020) 

Regarding Internet availability in households at the state level, those that 

observed the highest values were Mexico City (80.5%), Sonora (79.5%), Nuevo 

León (78.8%), and Baja California (75.8%). Meanwhile, the states that recorded 

the lowest values were Chiapas (27.3%), Oaxaca (40.0%), and Tabasco with 45.2%. 
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Figure 5. Percentage of Internet Users by State, 2020.  

Source: Taken from (ENDUTIH, 2020). 

The use and access to the Internet are fundamental for Industry 4.0 and its 

learning. The states of the Mexican Republic and their percentages in the year 

2020 are shown. 

There is evidence of research conducted in different states of Mexico 

regarding Industry 4.0. This is the first study in the state of Oaxaca to address 

Industry 4.0 and its relationship with industrial engineering curricula based on a 

review of databases: Scienciedirect, Redalyc, Google Scholar. The states where 

research on Industry 4.0 has been published in Mexico are presented below 

according to (González et al., 2020). 

• Nuevo León 

• State of Mexico 

• Jalisco 

• Guanajuato 

• Querétaro 

After an exhaustive literature review on technologies related to Industry 4.0 

and their corporate adoption, where eighty-eight specialized articles were 

reviewed and technical interoperability was identified as one of the main 

implementation challenges. The authors identify eight principles that should be 

considered at the corporate and governmental levels to achieve technical 

interoperability: accessibility, multilingualism, security, data protection, 

subsidiarity, use of open standards, open-source software, and multilateral 

solutions, as indicated by (Lu, 2017). As can be seen, these principles advocate 

for multifactor governance of access, security, and operation of technologies 

(hardware and software) related to Industry 4.0 (Carrillo et al., 2020). 

The fourth industrial revolution and its Industry 4.0, or networked industrial 

technologies, dominate current debates on productive research. Digital 

advancements, such as cyber-physical systems, are key technologies for the more 

agile production systems of the future, but a common understanding of the term 

Industry 4.0 has not yet been established. Initial implementation approaches 

offer a variety of technical solutions but lack an integrated vision with existing 
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efficient manufacturing systems. The real effectiveness of Industry 4.0 solutions 

is often not clearly specified and there is no way to assess it (Wagner et al., 

2017). 

Artificial intelligence should be implemented in updating the topics that 

should be included in the curricula of the different careers offered by universities 

in order to gather real-time data on the knowledge and skills demanded by the 

labor sector. 

Depending on the available faculty at each university, we can train or 

integrate teachers with knowledge in Industry 4.0 topics. Therefore, a model is 

proposed in which subjects are organized according to the needs and preferences 

of each university. The creation of new specializations, which will become 

Industry 4.0, will be enhanced with electives that are not part of the common 

core to create specialization and increase the diversity of educational offerings. 

The introduction of technologies in teaching is considered an opportunity to 

foster critical thinking, as affirmed by (Roa et al., 2020), (Estrada et al., 2017), 

who also address this topic. 

Industry 4.0 requires a combination of different careers such as Industrial 

Engineering, Computer Science, Mechatronics, and Administration. As these 

careers converge, better learning and the achievement of generic and specific 

competencies are achieved. 

 
 

Figure 6. Trends in merging knowledge areas to achieve Industry 4.0 and 

their relationship with the 4.0 pyramid. Source: Own elaboration. 

There are few studies on the type of personnel needed and the training 

required for Industry 4.0 (Pejic-Bach et al., 2020). They identify the necessary 

competencies for specialists in this field. 
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The construction of the competency map allows for a coherent exercise of 

analysis and synthesis by disaggregating from the mission, through group 

functions, to individual contributions in the workplace. (Rojas et al., 2020a), 

cited in (Rojas et al., 2020b), conduct a comparative study on the perception of 

competency-based training. They consider three key actors: companies, 

teachers, and students. Their research confirms differences in the perception of 

these actors when comparing the training objectives of universities with the 

human talent needs of companies. Competency indicators can be product, 

process, or knowledge-based. Skills, understood as activities performed with skill 

and virtuosity, mainly correspond to "doing." Range of application refers to the 

field where the function is performed. It can be the type of company, technology, 

or the most suitable clients. 

The functional methodology defines six components for the development of 

a competency element: 

A. Innovate processes, products, and services based on organizational 

competitiveness criteria. 

B. Manage the production of goods and services with criteria of quality, 

productivity, and timeliness. 

C. Manage the company or functional areas with strategic, administrative, 

economic, and social criteria (Tirado et al., 2007). 

These maps should be constructed according to the example of the following 

map: 

Table 5: Competency Map of the Industrial Engineer. Source: Taken from 

(Tirado, et al., 2007). 
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Figure 7. Necessary Competencies for the Industrial Engineering 4.0 Career, 

Source: Author's own work. 

 
Figure 8. Necessary Infrastructure for the Industrial Engineering 4.0 Career, 

Source: Author's own work. 
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Figure 9. Universities 4.0 Connected with Their Clients, Source: Author's own 

work. 

At the end of the literature review and data analysis, a educational model is 

proposed in which the main actors are connected in real time to information 

systems as shown below: University 4.0 providing real-time data. 

 
 

Figure 10. Intelligent Management. 

Source: Author's own work. 
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Figure 11. Proposed Curriculum Plan with Topics to Address. Source: Author's 

own work. 

Model for Intelligent Management in Connected Universities 

Universities 4.0 connected with their clients are a proposal for industries to 

manage human capital formation in real-time and recruit them according to their 

needs. The importance of connected universities represents a significant area of 

opportunity facilitating financial expense management, student trajectory 

tracking, talent search, and identification of candidates for scholarships or 

postgraduate studies. 

 
Figure 12. Intelligent Management and Real-Time Services. Source: Author's 

own work. 

DISCUSSION 

Until January 2021, in Oaxaca, the curriculum of Higher Education 

Institutions does not include topics related to Industry 4.0 (Cárdenas-Cabello, 
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2020). However, it is crucial not to underestimate this issue, as Industry 4.0 

originated in 2011 in a German academy. 

It is undeniable that Industry 4.0 has revolutionized the way companies 

operate and compete in the global market. This transformation has been based 

on the interconnection of cybernetic systems, advanced automation, data 

analytics, and artificial intelligence, among other technological elements. In a 

world where digitization and automation are the norm, it is essential for Higher 

Education Institutions (HEIs) to adequately prepare their students to face these 

challenges and capitalize on these opportunities. Authors (Androsch et al., 2019) 

emphasize that educational initiatives and projects must align carefully with the 

specific needs of educational institutions to address current social challenges. 

Furthermore, it highlights the importance of using mega technological trends as 

fundamental catalysts to achieve innovative solutions in this context. 

However, in the state of Oaxaca, at least until January 2021, there is a 

significant lack of incorporation of Industry 4.0 into the curricula of HEIs. This 

delay in updating educational programs represents a fundamental concern, as 

graduates face a labor market that demands specific skills and knowledge in this 

field. The most immediate challenge lies in the fact that HEIs in Oaxaca must 

recognize the existing gap and act promptly. One of the strongest arguments in 

this discussion is that the state of Oaxaca cannot afford to lag behind in the 

adoption of Industry 4.0. This industrial revolution is not just a trend but a reality 

reshaping industries and economies worldwide. Ignoring or delaying its 

implementation in higher education will harm the region's competitiveness and 

limit opportunities for its citizens, (Laranjeiras et al., 2018, emphasize that 

Science and Technology are fundamental to our understanding of the current 

world, emphasizing the importance and urgency of scientific education in the 

formation of contemporary citizens. 

The main argument for incorporating Industry 4.0 into curricula is that 

graduates must be prepared to actively participate in the digitized and 

automated economy of the 21st century. This not only involves acquiring 

technical knowledge but also developing critical skills such as complex problem-

solving, adaptability, digital literacy, and the ability to work with emerging 

technologies. Furthermore, considering the growing importance of sustainability 

and social responsibility in Industry 4.0, student training in Oaxaca should include 

a solid understanding of how these trends relate to ethics and environmental 

responsibility. Industry 4.0 is an unavoidable reality transforming markets and 

companies globally. HEIs in Oaxaca have a responsibility to prepare their students 

to face this new paradigm. Ignoring this need not only limits opportunities for 

graduates but can also have a negative impact on the economy and 

competitiveness of the region. It is essential for HEIs in Oaxaca to review and 

update their educational programs to ensure that graduates are ready to thrive 

in Industry 4.0 and contribute to the sustainable development of the region. 
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